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ABSTRACT: Authentication is any protocol or process that permits one entity to establish the identity of another
entity. It relies on three factors: 1) Something a user knows, such as a password or PIN 2) Something a user has,
such as a key, a card, or another kind of token 3) Something a user is, such as a retina scan, or fingerprint. We
can increase the reliability and security of the authentication mechanism by combining multiple authentication
factors into a single model. The two factors together provide a much higher confidence in the authentication. This
paper reviews various two-factor authentication schemes.
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I. INTRODUCTION

The key exchange problem is how to exchange whatever
keys or other information needed so that no one else can
obtain a copy. Key exchange protocols are used by which
cryptographic keys are exchanged between users, allowing
use of a cryptographic algorithm. Key exchange protocols
allow two or more parties communicating over a public
network to establish a common secret key called a session
key. Due to their significance in building a secure
communication channel, a number of key exchange
protocols have suggested over the years for a variety of
settings. In order to prevent man-in-the-middle and related
attacks we can use various authentication means to
provide authenticated key exchange protocols. The
authentication means can be based on the following
factors:
• The knowledge factors: Something the user knows

(a password, pass phrase, or personal identification
number (PIN), challenge response (the user must
answer a question), pattern)

• The ownership factors: Something the user has (e.g.,
wrist band, ID card, security token, software token,
or cell phone)

• The inherence factors: Something the use is or does
(fingerprint, retinal pattern, face, voice, or other
biometric identifier).

Based on these factors authentication can be one-factor or
multi-factor. If a protocol contains only one authentication
factor, it would be risky because the password can be
recovered through social engineering (phishing or
malwares), and the device can be stolen, open or cloned,
even when some tamper-resistant techniques are used to
protect it.

A proxy is basically another computer which serves as a
hub through which internet requests are processed. By
connecting through one of these servers, computer sends
your requests to the proxy server which then processes the
request and returns the result. A proxy signature allows a
delegator to give partial signing rights to other parties
called proxy signers on its behalf for example in the case
of temporal absence, lack of time or computational power,
etc. A multi proxy multi signature represents a certain
number of proxy signers signing a given message.
Number of signers is not fixed and signer’s identities are
evident from a given multi-signature the delegated proxy
signer can compute a proxy signature that can be verified
by anyone with access to the original signer’s certified
public key.
In 1996, Mambo et al. first introduced the concept of a
proxy signature. A proxy signature scheme allows an
original signer to delegate its signing power to a
designated person, called the proxy signer, who can
generate the proxy signature of a message on behalf of the
original signer. The verifier can verify and distinguish
between the original signature and the proxy signature at
the verification stage.
Digital signature provides three important cryptographic
functions: Confidentiality, Integrity and Availability. We
have used CIA cube to illustrate this concept briefly. CIA
cube stands for confidentiality, integrity and availability.
Confidentiality means that only relevant information
given to relevant people. Integrity means data must be
available in original form. Availability means when we
need data, it is available for use for information purpose to
take decisions.
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Proxy signatures have found numerous practical
applications, particularly in distributed computing where
delegation of rights is quite common. Examples include
distributed systems, grid computing, mobile agent
applications, distributed shared object systems, global
distribution networks, and mobile communications.

Fig. 1. CIA representation for multi proxy multi signature
scheme

The proxy signature was introduced by Mambo, Usuda
and Okamoto. Since then proxy signature schemes have
been emerged from. New security considerations and
constructions have been proposed, old schemes have been
broken, followed by more constructions.
All multi proxy multi signature schemes use Public Key
Infrastructure (PKI) setting, where each entity holds a
public and secret key pair. Each user can sign messages
using the signing algorithm of a standard digital signature
scheme, and his or her secret key. When a user (the
original signer) desires to delegate his or her signing
ability to another user (the proxy signer), the users run a
possibly interactive proxy-designation protocol. Through
a successful execution of this protocol, the proxy signer
obtains a proxy signing key. It can then sign messages on
behalf of the original signer using a proxy signing
algorithm and the proxy signing key. Anyone can verify
the validity of such signatures using a proxy verification
algorithm and the original signer’s public key. The
following are the security requirements should be satisfied
for all the proxy signature schemes.
Secrecy: The original signers’ private keys are very
important. They must be kept secret. If they are
discovered, the security of the system is ruined. Therefore,
the system must ensure that the private keys never get
derived from any information, such as the sharing of the
proxy signing key or the original signers’ public keys.
Furthermore, no proxy signers should be able to
cooperatively derive the original signers’ private keys.

Proxy protection: Only the delegated proxy signer can
generate valid partial proxy signatures. Even the original
signers cannot create partial signatures.
Unforgeability: A valid proxy signature can only be
cooperatively generated by t2 or more proxy signers. This
means that valid proxy signatures cannot be created by t2
− 1 or less proxy signers, or any third parties who are not
designated as proxy signers.
Non-repudiation: Any valid proxy signature must be
generated by t2 or more proxy signers. Therefore, proxy
signers cannot deny that they have signed the message. In
addition, the original signers cannot deny having
delegated the power of signing messages to the proxy
signers.
Time constraint: The proxy signing keys can be used
during the delegated period only. Once they expire, the
proxy signatures generated by using those keys become
invalid.
Known signers: From a proxy signature, the identities of
the actual original signers and the identities of actual
signers can be determined [36 and 37].

A. Two-Factor Authentication
Two-factor authentication requires the use of two of the
three authentication factors stated above. The most
commonly used authentication factors in two factor
authentication are:

1. Something you know (as a secret password).
2. Something you have (as an unclonable secure
device with a secret key).

Combining the two factors in the same authentication
protocol could increase the security since the adversary
would have to break the two protections in order to win
[16].
The most common example of two-factor authentication is
bank ATM, or debit cards. One authentication factor is the
physical ATM card the customer slides into the machine
("something the user has"). The second factor is the PIN
the customer enters through the keypad ("something the
user knows"). Smart-card-based password authentication
is one of the most convenient and commonly used two-
factor authentication mechanisms. This technology has
been widely deployed in various kinds of authentication
applications which include remote host login, online
banking, access control of restricted vaults, activation of
security devices, and many more. A smart-card based
password authentication scheme involves a server S and a
client A (with identity ID). At first, S securely issues a
smart-card to A with the smart-card being personalized
with respect to ID and an initial password. This phase is
called the registration phase and is carried out only once
for each client. Later on, A can access S in the login-and-
authentication phase, and this phase can be carried out as
many times as needed. However, in this phase, there could
have various kinds of passive and active adversaries in the
communication channel between A and S. They can
eavesdrop messages and even modify, remove or insert
messages into the channel.
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II. TWO-FACTOR AUTHENTICATION   SCHEMES

There have been many smart-card-based password
authentication schemes [7,8,9,12,18,20,21, 24] suggested
in literature. In Lee et al.’s scheme [12], two password-
based two-factor authentication and key exchange
protocols are proposed. The first protocol does not provide
pseudo identity and the second protocol provides identity
protection. Both protocols require only two messages
exchanging. These proposed protocols are suitable for
low-power devices such as PDAs in public wireless LANs
which require mutual authentication, low computation
cost, identity protection, and less exchanged messages. In
Hwang et al.’s scheme[8], a secure mutual authentication
method is introduced. In Wu and Zhu’s scheme[24],  a
secure authenticated key exchange protocol is presented
that achieves fully two-factor authentication and provides
forward security of session keys. They have used user’s
unique identity to accomplish authentication, instead of
using public keys. They used nonces instead of
timestamps to avoid the clock synchronization problem.
Their scheme allows users to change their password freely
without any interaction with the server. They have also
given a security proof of their protocol using random-
oracle model. In Rakesh Maharana’s scheme [31], a smart
card based user authentication scheme based on elliptic
curve cryptography for large scale hierarchical wireless
sensor networks is presented. This scheme combined
ECDH (Elliptic curve Diffie–Hellman) and cryptographic
hash function to provide authentication as well as a
session key for further communication between user and
cluster head. Here, feasibility of ECC in context of WSN
is demonstrated. It provides mutual authentication
between user and base station as well as base station and
cluster head. The proposed scheme also provides option
for dynamic node addition where there is no need to
update any information in user smart card for accessing
real time data for any addition or replacement of cluster
heads in the networks. It provides a secret session key for
further communication between user and the cluster head.
This scheme implements merit of using ECC-based
mechanism in WSN and enhances the WSN authentication
with higher security than other protocols.M.L.Das[25]
proposed a two-factor user authentication protocol for
WSN using only hash function. The proposed protocol
avoids many logged in users with the same login-id and
stolen-verifier attacks, which are prominent threats for a
password-based system if it maintains verifier table at the
GW-node or sensor node. In addition, the proposed
protocol resists other attacks in WSN except the denial-of-
service and node compromise attacks. They have showed
the efficiency of the proposed protocol in comparisons
with the related ones. Khan and Alghathbar [26] have
shown in their scheme that a recently proposed two-factor
user authentication scheme in WSN environment is
insecure against different kinds of attack and should not
be implemented in real applications. They have
demonstrated that in the M.L. Das-scheme [25], there is
no provision for users to change or update their

passwords, the GW-node bypassing attack is possible, it
does not provide mutual authentication between GW-node
and sensor node, and it is susceptible to privileged-insider
attack. To remedy the fore mentioned flaws, they have
proposed security patches and improvements, which
overcome the weak features of the M.L. Das-scheme. The
presented security improvements can easily be
incorporated in the M.L. Das-scheme for a more secure
and robust two-factor user authentication in WSNs. Nyang
et al.[28] pointed out that Das’s[25] two-factor user
authentication protocol is weak against the off-line
password guessing attack by insiders, and showed that a
simple patch that appends secret parameter to the
authentication information can eliminate this weakness
without sacrificing any efficiency and usability. Also, to
protect query responses from wireless sensor nodes to a
user, they proposed an efficient method which can be
easily implemented using a built-in AES function in
sensor nodes. Finally, they gave a guideline for secure
implementation of authentication protocols which
prevents the outsider who captures a sensor node from
mounting password guessing attack and from
impersonating the gateway node. Binod Vaidya et
al.[29]have proposed an improved two-factor user
authentication scheme to overcome the security
weaknesses of the previous schemes [25,26] for WSN.
Their scheme is resilient to stolen verifier attacks as well
as other common types of attacks. They have provided
security evaluation and efficiency analysis, which show
that their protocol is more robust and secure than the
existing schemes and as efficient as them. However, their
scheme does not provide session key agreement and
mutual authentication between user and sensor
node/gateway node. Qiong Pu [30] suggested that in
addition to the five desirable properties (client
authentication, server authentication, server knows no
password, freedom of password change and prevention
from guessing attack), key compromise impersonation
resilience should also be added as one more important
security requirement for two factor smart-card-based
password mutual authentication[21]. It means the
adversary should not be able to to masquerade any user to
access the server’s service once if the long-term key of the
server is compromised. They provided an attack to
illustrate the adversary is able to masquerade any user to
access the server’s service in their protocol once if the
long-term key of the server is compromised. Finally, they
have proposed such an improved protocol that eliminates
the security weakness existing in Yang et al.’s protocol
[21] i.e. allowing key-compromise impersonation.

III. PROBLEM FORMULATION

From the literature survey it was found that various two
factor authentication schemes have been proposed in
different settings. These schemes resist various security
attacks. Security analysis of these schemes will lead to
comparison of their efficiency. Further, an Enhanced Two-
Factor Authentication Scheme is to be proposed that can
resist various security attacks.
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IV. PROPOSED WORK

In the proposed work, an Enhanced Two-Factor
Authentication Scheme is proposed that can resist various
security attacks. In the proposed work we have provided a
two-factor authentication scheme which will prevent the
attacks in network by eliminating the attack races by
matching it with knowledge available in the network. Best
way to fetch results based on the proposed scheme is to
provide secure matching of malicious traffic with
knowledgebase available in the backend but due to delay
in matching, we have chosen pseudonym combo concept
for matching which could be very useful in cutting delay
from matching process. The server stores information of
register users with  pseudonyms and actual ID of users to
reveal the anonymity in case of a problem.

V. CONCLUSION

In this paper we have provided the overview of various
two-factor authentication schemes and proposed an
enhanced two-factor authentication scheme which will
prevent the attacks in network by providing matching of
malicious traffic with knowledge available in the network.
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